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Abstract

In therecentyearsnetwork managershaveincreasinglyreliedonmonitoringtoolsto characterizeandmeasure
high-layerprotocoltraf�c in orderto (a) justify investmentson network equipmentacquisition,(b) identify most
network-consumingusers,(c) detectbottlenecks,to mentionjust a few reasons.The InternetEngineeringTask
Force(IETF), awareof thementioneddemand,hasbeenmakingefforts to standardizemanagementmechanisms
thatallow thecharacterizationandmeasurementof bothprotocolsandnetworkedapplicationsbehavior. However,
the developmentof IETF compliantprobesso that they sustainthe traf�c generatedin high speednetworks
is a currentchallenge,sincecommunicationlinks operatingat 100Mbpsor higherratesrequireef�cient packet
�ltering andprocessingmechanismssothatprobesdonotdiscardpackets.Thispaperreportsthedevelopment,by
our researchgroup,of a RMON2 compliantSNMPagent.Thepaperfocuseson theprojectdecisions,including
thearchitectureanddatastructuresused(having in mind thattheagentis supposedto bedeployedin high speed
network environments).Thepaperalsopresentsaperformanceevaluationof theagent.
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1 Intr oduction

The popularizationof computernetworks in the recentyearsbroughtaboutthe appearanceof a high numberof
distributedapplicationsandhigh-layerprotocols.OnlinegamessuchasQuake,videoconferencingtools(e.g.Net-
MeetingandCUseeMe)andapplicationsfor messageand�le exchange,like ICQ andKazaa,aresomeexamples
of the“new” menuof networkedapplications.Theseapplicationsandmany otherhavebeenincreasinglyincorpo-
ratedby network usersto their daily routine,which for thenetwork managermeanstheneedfor constantchanges
in thenetwork infrastructureto supportthe increasingtraf�c imposedby them. Suchmodi�cations involve costs
and,therefore,they needto be justi�ed. Due to the diversity andcomplexity of theseapplications,not only ca-
pacityplanninghasbecomea morechallengingtask,but alsotraf�c characterizationandmonitoringaswell as
networkoptimization.

The InternetEngineeringTask Force (IETF), aware of the mentionedproblem,hasbeenmaking an effort
to standardizemanagementmechanismsthat allow the characterizationandmeasurementof both protocolsand
networked applicationsbehavior. RemoteNetwork Monitoring MIB version2 (RMON2) [1], Application Per-
formanceMeasurementMIB (APM) [2] andReal-timeApplication QoSMonitoring MIB (RAQMON) [3] are
examplesof initiativeswherethermonmibworkinggrouphasbeenworkingonsincetheendof the90's.

The importanceof thesestandardsis unquestionable.By usingstandardMIBs to accomplishprotocolsand
networkedapplicationsmonitoring,it becomespossibleto manageanheterogeneousinfrastructure,with network
devicesandprobesfrom differentvendors,usingboth the sameinterface(e.g. RMON2, APM andRAQMON
MIBs) andcommunicationprotocol(e.g.SNMP).Besides,in oppositionto whathappensto mostof theproprietary
monitoringtools,a managementstationcancollectdatafrom severalprobes.Therefore,it is possibleto monitor
severalsubnetsfrom onecentralmanager.



Thedevelopmentof IETF compliantprobesso that they sustainthe traf�c generatedin high speednetworks
is a currentchallenge.On theonehand,communicationlinks operatingat 100Mbpsor higherratesrequireef�-
cientpacket �ltering andprocessingmechanismssothatprobesdo not discardpackets.On theother, thesizeand
complexity of the supportedMIBs do not help to make the monitoringprocessef�cient. IETF MIBs, specially
RMON2,arecomposedof severalgroupsthatprovide thenetwork managerwith differentviews aboutthemoni-
toredtraf�c. Hence,regardlessof thearchitectureanddatamodelused,eachobservedpacket in thenetwork traf�c
requiresoneor moreupdatesin theinternalstructuresmaintainedby theprobe(delayingtheaccountingprocess).

This paperreportsthedevelopment,by our researchgroup,of anRMON2 compliantSNMPagent.Thepaper
focuseson theprojectdecisions,includingthearchitectureanddatastructuresused(having in mind thattheagent
is supposedto bedeployedin highspeednetwork environments).Thepaperalsopresentsaperformanceevaluation
of theagent.Besidesdiscussingthedif�culties of, at thesametime,developingprobesin conformancewith IETF
standardsandmakingthemableto operatein high speednetworks, it is alsoa major contribution of this work
thereleaseof anopenandfreesoftware-basedRMON2 agent,which is anextensionto NET-SNMP[4], andthat
canbe usedasan alternative to the expensive probesastherearenot many requirementsto run it on Intel x86
stations(e.g. PCs). The agentcanbe deployed in any institution at closeto zerocostsandbe usedasa baseto
otheracademicresearches1.

Thepaperis organizedasfollows: section2 describessomerelatedwork. In section3 wepresentthedeveloped
agent.Thepaperfollows with a detailedpresentation,in section4, of theperformanceevaluationdonewith the
agent.Section5 concludeswith some�nal considerationsandprospectsfor futureresearch.

2 RelatedWork

Researchworksrelatedto realtimenetwork traf�c monitoringaim, in general,atproposingsoftwarearchitectures
thatareableto handlealargenumberof packetswith thelowestpossiblediscardrates.An approachto accomplish
this objective is the useof ef�cient �ltering and packet matchingmechanisms.Monitoring tools proposedby
MalanandJahanian[5] andAnagnostakiset al. [6] take this aspectinto account.Windmill is a passive network
protocol performancemeasurementtool. The tool provides the underlying�ltering mechanismas well as the
ability to reconstructthehigh-level protocolstreams.It utilizesdynamiccodegenerationfor fastpacket matching
andis designedto demultiplex packetsto a setof receivers(one-to-many). Throughthecombinationof dynamic
compilationanda fastmatchingalgorithm,Windmill' s WPFcanmatchanincomingpacket with � ve components
in lessthan350nsona200MHzPentium-Pro.FLAME is aprogrammablepacketmonitoringsystemthatprovides
amechanismfor loadingcodein thesystemkernel.It guaranteessafetyby usingatype-safelanguageandrun-time
checks.Developersclaim thatthesystemsustainsitself evenunderGigabit persecondtraf�c rates.

Othercomplementaryandequallyimportantapproachto developef�cient real time traf�c monitoringprobes
focuseson usingdatastrucuresthatprovide faststoreandupdateprocedures,sincethey areinvokedat leastonce
for every analyzedpacket. In thecaseof ntop[7], anopen-sourceweb-basednetwork usagemonitorthatenables
usersto trackrelevantnetwork activities includingnetwork utilization,establishedconnections,network protocol
usageand traf�c classi�cation, hostsinformation is storedin a large hashtable whosekey is the 48 bit-long
hardware(MAC) addressthatguaranteesits uniqueness.Eachentrycontainsseveral countersthatkeeptrackof
thedatasent/receivedby thehost,sortedaccordingto thesupportednetwork protocols.For eachpacket, thehash
entrycorrespondingto packet sourceanddestinationis retrievedor createdif not yet present.IPTraf is a network
monitoringutility for IP networks thatusesa similar approach[8]. Themaindatastructuresusedby thevarious
facilitiesaredoubly-linked lists. This makesit easierto scroll forwardandbackward,andthemaximumnumber
of entriesis limited only by availablememory. Searchoperationson mostfacilities,areperformedlinearly, and
have a mild hit [8]. The IP Traf�c Monitor (partof IPTraf) thoughusesa hashtablefor bettersearchef�ciency,
dueto its propensityto grow quiterapidly.

Triticom, Network Harmoni,CiscoandEnterasyssellRMON2probesthatsupport10to 100Mbpstraf�c rates.
However, informationaboutpacket �ltering optimizationandprocessingarenot providedby thesevendors.The
RMON2agentourresearchgrouphasdeveloped,aspresentedin thenext sections,makesuseof auser-level packet
capturelibrary and,therefore,tendsto belessef�cient thanapproachesthatpushthis functionalityinto thekernel
(e.g.FLAME). However, thestationwhereouragentis installedcanbeusedto runotherapplicationsconcurrently.
Regardingthe datastructuresusedto accomodatestatisticsprovided by RMON2, we have mostly employed ta-
bles(implementedasvectors)indexedby hashfunctions.Besides,we have usedadditionalmechanismssuchas
caching to improve agentef�ciency (to supporthigh-speednetwork traf�c).

1It is importantto highlight thatthereis nootheropenandfreeRMON2agentimplementationavailable.



3 Inter nalsof the RMON2 Agent

In this sectionwe describethe RMON2-compliantSNMP agentdevelopedby our researchgroup. The section
startswith a brief review of theRMON2 MIB (sub-section3.1), followedby a detaileddescriptionof theagent's
architecture(sub-section3.2).Thenwepresent(a)themechanismsusedby theagentto storecollectedinformation
(sub-section3.3)and(b) relevantoptimizationsimplemented(sub-section3.4).

3.1 A Brief Review of the RMON2 ManagementInf ormation Base

Theworksto extendRMON MIB andincludemechanismsto monitorhigher-layerprotocolsbeganin 1994.This
initiative,calledRMON2, resultedin thecreationof RFC2021in January1997[1]. Whenmonitoringhigh-layer
protocolssuchasnetwork andapplication-layerprotocols,it is possibleto visualizethewholecorporatenetwork
insteadof individual segments.Brie�y , thegroupsde�ned in RMON2MIB are:

² protocoldirectory(protocolDir ): repositorythatindicatesall theprotocolencapsulationsthattheprobe
is capableto interpret;thisgroupis composedof asingletable;

² protocol distribution (protocolDist ): provide statisticsaboutthe amountof traf�c generatedby each
protocolencapsulationobservedby theprobe;it is composedof acontrol(protocolDistControl ) and
adatatable(protocolDistStats );

² addressmap(addressMap ): associateseachnetwork-layeraddressto therespectiveMAC address,storing
it in a table;

² network-layerhost(nlHost ): collectsstatisticsabouttheamountof input/outputtraf�c of thehostsbased
on theirnetwork-layeraddresses;composedof acontrol(hlHostControl ) andadatatable(nlHost );

² network-layermatrix (nlMatrix ): providesstatisticsabouttheamountof traf�c betweenhostpairsbased
ontheirnetwork-layeraddresses;thenetwork-layermatrixgroupiscomposedof twocontroltables(hlMatrix-
Control, nlMatrixTopNControl ) and threedatatables(nlMatrixDS, nlmatrixSD, nl-
MatrixTopN );

² application-layerhost (alHost ): collectsstatisticsaboutthe amountof input/outputtraf�c of the hosts
basedon theirapplication-layeraddresses;it is composedof adatatable(alHost ) andis controlledby the
network-layerhostcontroltable(hlHostControl );

² application-layermatrix (alMatrix ): providesstatisticsaboutthe amountof traf�c betweenhostpairs
basedon their application-layeraddresses;the application-layermatrix is composedby threedatatables
(alMatrixDS, alMatrixSD, alMatrixTopN ) andis controlledby thenetwork-layermatrix con-
trol tables(hlMatrixControl, hlMatrixTopNControl );

² user-historycollection(usrHistory ): periodicallysamplesobjectsspeci�ed by theuser(manager)and
storesthecollectedinformationin tables;

² probecon�guration(probeConfig ): controlsthecon�gurationof variousoperationalparametersthatare
supportedby theprobe,softwareandhardwarerevision numbersof theprobe,a trapdestinationtable,and
soon;

² rmon conformance(rmonConformance ): describesthe requirementsfor conformanceto the RMON2
MIB.

The agentwe have developedcomprisesthe groupsthat provide statisticalinformation: protocol directory,
protocoldistribution, network-layerhost, network-layermatrix, application-layerhosteapplication-layermatrix.
Gasparyetal. describein [9] thepurposeof eachof thesetablesin detail.

3.2 Ar chitectureof the Agent

TheagentrunsonGNU/Linux stationsandwasdevelopedasanextensionto theNet-SNMPframework [4], using
theC language,thePOSIXthreadlibrary andthepacket capturelibpcap library [10]. Figure1 shows theagent
architecture.ThePM(ProcessingModule) moduleis responsiblefor receiving andanalyzingthecapturedpackets
(detailedin sub-sections3.2.1and3.2.2). Essentialinformationof theanalyzedpacketsareidenti�ed andstored
in an auxiliary datastructureto be usedlater on by the UM(UpdateModule) module. The UMmodule,with the
obtainedinformation,updatesthetablesthatstorethestatisticsprovidedby theRMON2MIB (sub-section3.2.3).
Finally, theW(Wrapper)moduleis an interfaceof thedevelopedagentwith theNet-SNMPdaemon(sub-section
3.2.4).
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Figure1: Internalorganizationof theagent

3.2.1 Packet capture

Packetsarecapturedusingthe libpcap (Packet Capturelibrary) library, which providesthe developerwith a
high-level interfaceto captureall thepackets�o wing onthenetwork segment.Whentheagentrequeststhelibrary
to startcapturingpacketsin a certaininterface,it registersa call-backfunctionthat is invokedwhenever a packet
is captured,delivering it to thePMmodule(see�o w 1 in �gure 1). Theagentexploresthe �ltering mechanisms
available in the library. Hence,only packets whoseencapsulationsare registeredat protocolDir table are
captured,minimizing thenumberof packetsthatwould beunnecessarilyprocessedotherwise.Whenpacketsare
discarded,thenumberof droppedpacketsis measuredandprotocolDistControl , hlHostControl and
hlMatrixControl tablesareupdated.

3.2.2 Packet processing

To speedup the processof updatingthe tablesthat composethe RMON2 MIB, eachpacket deliveredby the
libpcap to thePMmoduleis analyzedandessentialinformationaregroupedin a PEDB(Packet EssentialData
Block). If theUMmoduleis not busy, thePEDBis directly dispatchedto it. Otherwiseit is insertedin a circular
queue(asillustratedin �o w 2 of �gure 1). Thisqueueleadsto packet lossratereduction(especiallyduringnetwork
traf�c peaks).Figure2 showstheessentialinformationthatareextractedfrom eachpacketandgroupedin aPEDB.
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Figure2: Essentialinformationextractedfrom thecapturedpackets

3.2.3 Updateof the RMON2 tables

Concurrentlyto the processjust mentioned,the UMmodulechecksif thereis any pendingPEDB in the queue.
If not, it is going to block until the PMmoduledelivers new data. Whenever the UMmodulereceives a new
PEDB,it updatestheRMON2 MIB tablesexecutingtheproceduredescribedbelow. To illustrateit, consideran
http/tcp/ipv4/ether2 packet beingprocessedby anagentcon�guredto identify theencapsulationslisted
in �gure 3.

² First, theUMmodulechecksif thereis anencapsulationregisteredat theprotocolDir tablethatmatches
theencapsulationof thePEDBbeingprocessed,takingonly link andnetwork layersinto account.If so,as
occursin �gure 3 (a), thentablesprotocolDistStats , nlHost andnlMatrix mustbeupdated.

² Second,the UMmodulechecksif there is an encapsulationregisteredat the protocolDir table that
matchesthe encapsulationof the PEDB beingprocessed,takingonly link , network andtransport layers
into account.If so,asoccursin �gure 3 (b), thentablesprotocolDistStats , nlHost , nlMatrix ,
alHost andalMatrix mustbeupdated.



² Third, theUMmodulechecksif thereis anencapsulationregisteredat theprotocolDir tablethatmatches
theencapsulationof thePEDBbeingprocessed,takingall link , network, transport andapplication layers
into account.If so,asoccursin �gure 3 (c), thentablesprotocolDistStats , nlHost , nlMatrix ,
alHost andalMatrix mustbeupdated.
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Figure3: Examplesof encapsulationsregisteredat theprotocolDir table

3.2.4 Integration of the agentto the Net-SNMPframework

The integrationbetweenthe RMON2 agentandNet-SNMPis donethrougha module(Wrapper)that registers
severalcall-backfunctions.ThesefunctionsareinvokedwhenevertheNet-SNMPdaemonreceivesarequest(get ,
getnext or set ) referringto RMON2MIB objects(see�o ws4 and5 in �gure 1). TheWrappermodulehadits
basicstructurecreatedby a tool calledmib2c (includedin Net-SNMPdistribution). Theskeletonautomatically
generatedhasbeenpopulatedwith functionsthat (a) accessthe datastructuresdeveloped(detailedin next sub-
section)and(b) retrieve/settheinformationbeingrequested/informed.

3.3 Storing of CollectedInf ormation

This sectiondescribeshow the statisticsthat comprisethe RMON2 MIB areinternally storedby the agent.Ba-
sically, threetypesof datastructureshave beenused:directaccess,hashfunction-basedaccessandcache-based
access(detailedin thefollowing sub-sections).

3.3.1 Data structur eswith dir ectaccess

The protocolDir and control tables (protocolDistControl , hlHostControl ,
hlMatrixControl , hlHostControl andalMatrixControl ) have beenimplementedasvectorswith
directaccess.Thesetablesconsistof vectorsof pointers,which areusedto allocatespeci�c recordsof eachtable.
Dueto thestaticnatureof thesedatastructures,tablesizesmustbecon�guredbeforecompilingtheagent.

3.3.2 Data structur eswith hashfunction-basedaccess

Datatables(protocolDistStats , nlHost , nlMatrix , alHost andalMatrix ) havebeenimplemented
asvectorsof pointerswhoseindexing is donethrougha hashfunctionappliedto a key. This approachprovides
fastdataretrieval (in the �rst attemptin general).For eachdatatablethereis a particularway of generatingthe
key thatwill beusedto accessor insertanentryin its respective storageslot. As anexample,�gure 4 shows both
thecompositionof thekey usedto accessor insertanentryin alHost andtheprocessof collision resolution.
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To generatethekey, a XORlogical operationis performedon thesourcenetwork-layeraddress,illustratedin
�gure 4(a), andthe transportprotocol identi�er plus the destinationapplicationport (b), producingthe key (c).



By applyingthehashfunction to this key, oneobtainthe �rst vectoraccessindex (d), enablingtheaccessto the
table,illustratedin (e). In theexample,onecanobserve that theentry in position(d) is not theoneto beupdated
(network-layeraddressesandapplicationports do not match),resultingan accesscollision. When it happens,
it is necessaryto calculatethe secondvectoraccessindex usingthe samekey (c). By passingan offset of 1 as
argumentto thehashfunction,askip (spacingbetweenthekeys)of 35406slotshasbeenaddedto theinitial index
(d), generatingthesecondindex (f). As onecanseein the�gure, this index will correctlypoint to theentryto be
updated(g). It is worth mentioningthateachkey hasa differentspacingbetweenkeys reducingtheprobabilityof
collisions.

Had othercollision occurred,the previous stepwould be repeatedusingan offset of 2, andso on, until the
correspondingentry had beenfound. After using all possibleoffsets, it meansa new entry is supposedto be
createdandinsertedin thetable.Besides,thevaluefor themaximumnumberof collisionsmustbeupdated,since
thelastentryinsertedis locatedafterthesearchlimit theagentdoes.

3.3.3 Data structur eswith cash-basedaccess

TheprotocolDir table,besidesbeingdirectly accessed,hasanauxiliary structurethatprovidesthe function-
ality of a cache.As someencapsulationsareidenti�ed morethanothersin thenetwork traf�c, they arepromoted
andaremovedto theheaderof a doubly-linkedlist. Hence,encapsulationsthatoccurmorefrequentlyarelocated
in the protocolDir table in a shortertime (andwith lower computationalcost). To speedup the searchfor
encapsulationseven more,the tableusesthreecaches,onefor eachencapsulationlevel (network, transportand
application).

3.4 Optimizations

Duringthedevelopmentof theagentwehaveputefforts into increasingtheprocessorcachehit rates(in anattempt
to maximizethenumberof operationsthatareretrieved from theprocessorcachememory). Thedatastructures
havebeendesignedaimingatobtainingabetterusageof thenew featuresandresourcesprovidedby currentproces-
sors.For example,currenti686 processorshavemultipleparallelexecutionunits,allowing anticipatedinstruction
decoding.Hence,while aninstructionis beingexecuted,thenext is decoded,reducingthetime theprocessorhas
to wait for instructiondecoding.Therearealsospecialparallelexecutionchannelsthatallow operationson integer
and�oat pointnumbersto beexecutedin parallel.

4 PerformanceAnalysisof the Agent

In this sectionwe describethe performanceanalysiswe have carriedout to determinethe sustainedcapacityof
theagent.Theexperimentalsetupusedto run theexperimentsis presentedin sub-section4.1. Thenwe presentin
sub-section4.2 themeasurementsperformed(usingbothhomogeneousandrealisticnetwork traf�c) to �gure out
theperformanceof theagent.

4.1 Experimental Setup

To analysetheperformanceof theagentwe have useda simplesetup,consistingof two PCsconnectedthrougha
category5eUTPcrossovercableat100Mbps.Thesourcehosthasa333MHzIntel Celeron(Mendocino)CPUand
64MB RAM. Its Ethernetcontrolleris the100Mbps3COM 3c905BCyclone. Theoperatingsystemusedin the
sourcehostis theGNU/Linux (SlackwareLinux 8.0,kernel2.4.20).Thedestinationhost(wheretheRMON2agent
is installed)hasa 1.7GHzIntel Pentium4 CPU,512MB RAM, an Intel i845 (Brookdale)chipsethostbridge,a
100Mbps3COM3c905C-TX/TX-MTornadonetwork interfacecardandrunsGNU/Linux (SlackwareLinux 8.1,
kernel2.4.20).

4.2 Measurements

The�rst experimentconsistedof transmitting1,000,000UDPpackets(with thesameprotocolheader)from source
to destination,at 100Mbps,usingthe packet generatormoduleprovided by the Linux kernel. This transmission
hasbeenrepeated43 timesvaryingthesizeof thepacketsgenerated,to achievedifferentpacketspersecond(pps)
rates.Thepurposeof this experimentwasto obtainthemaximumnumberof packetspersecondtheagentis able
to processandto identify theinterferenceof theoperatingsystemon theagentmonitoringcapacity.



In this �rst experiment,64 to 1472byte-longpacketshave beenused.From64 to 224bytes,thepacket sizes
have beenincreasedof eightbytesin eachrun sothatwe could identify themaximumagentcapacity. From256
to 1472bytesthepacket sizeshave beenenlarged64 bytesin eachrun. In �gure 5 onecanobserve thattheagent
capacityis highly affectedby theheavy systemload.From208-bytelongpacketson, thesystemloadallowedthe
agentto process58,900ppswith a 8.68%lossrate. It is worth noticing that,althoughwhenusing216byte-long
or largerpacketsthesystemhasalreadysomefreeCPUtime, theagentstill losesomepackets. It occursbecause
thereis a bottleneckwhendeliveringcapturedpacketsby thelibpcapto theRMON2 agent,evidencedby thefact
that with 960-bytelong packetstherewasa 0% lossrate(at 12,700pps),while with 1472-bytelong packets(at
8,355pps)thelossratereached0.0015%.
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To accomplishtherealistictraf�c test,a fastermachinewasnecessaryto substitutetheoneusedasthesource.
Theemployedmachinedasthenew senderis identicalto thereceiver, capableof retransmittingthe traf�c at the
rateit wascollected.Its characterizationis shown in �gure 6, containing97.6482%of IPv4 packetsfrom which
96.4051%areTCP packets (over the total of 1,000,000packets)and0.8486areUDP packets. The remaining
packetswerenotanalysedby theRMON2agent.
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The averagepacket loss in the carriedout experimentswas of 23.9608%. During the experiments,it was
veri�ed that the peaksof CPU usearedirectly relatedwith packet dropping. A morere�ned analysisindicated
that theprotocolDir tablecachemechanismpresentsde�ciencieswhensubmittedto very diversi�ed traf�c,
asoccursin thecarriedoutexperiments,forcing theagentto discardpackets.

5 Conclusionsand Futur eWork

TheRMON2MIB, ashappenswith othersMIBs standardizedby theIETF, hasa largenumberof objects,offering
different views of the network traf�c being monitored. To keeptheseviews real-timeupdated,eachcaptured
packet requiresanumeroussetof tablesto beupdated.For example,whenahttp/tcp/ipv4/ether2 packet
is captured(assumingtheagentis setupto analysethisencapsulation),it is necessaryto updatestatisticsrelatedto
thenetwork, transportandapplicationprotocols.This demandshigh computacionaleffort, directly affecting the
tool'sperformance(asshown in �gure 5).

The mechanismschosento supportnetwork monitoring(andto keepMIB objectsup to date)arecritical to
achieve thenecessaryscalabilityto copewith high-speednetworks. On passive network monitoring,intensively
usedby our agent,having a capturelibrary on user-spacebecomesan inadequateapproachto meetthe imposed
requirementsto monitor networks whoseratesarecloseto andhigher than100Mbps. Our researchgroupbe-
lievesthat onestrategy to adoptis the developmentof a Linux kernelmodulewith similar functionalitiesto the
libpcap library, aimingtheagentspeci�c needs.Otheridenti�ed optimizationpointsrelateto abetterCPUuse,
assuggestedin [11].

Our experimentspoint thatthecachemechanism,usedto improve protocolDir tableaccessperformance,
showeditself improperto speci�c conditions(traf�c with a largevarietyof protocols).Theseobservationsleadus
to theredesignof its internalstructure,replacingtheactualcachewith ahashtable(work in progress).
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