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Abstract

In therecentyearsnetwork managerdave increasinglyreliedonmonitoringtoolsto characterizendmeasure
high-layerprotocoltraf ¢ in orderto (a) justify investment®n network equipmentcquisition(b) identify most
network-consumingusers,(c) detectbottlenecksto mentionjust a few reasons.The InternetEngineeringTask
Force(IETF), awareof thementioneddemandhasbeenmakingefforts to standardizenanagemennechanisms
thatallow thecharacterizatioandmeasuremerdf bothprotocolsandnetworkedapplicationdehaior. However,
the developmentof IETF compliantprobesso that they sustainthe trafc generatedn high speednetworks
is a currentchallenge sincecommunicatiorlinks operatingat 100Mbpsor higherratesrequireef cient paclet

Itering andprocessingnechanismsothatprobesdonotdiscardpaclets. This papereportshedevelopmentpy
our researctgroup,of a RMON2 compliantSNMP agent.The paperfocuseson the projectdecisionsjncluding
thearchitectureanddatastructuresised(having in mind thatthe agentis supposedo bedeplgyedin high speed
network ervironments).The paperalsopresents performancevaluationof theagent.

Keywords: High speedhetwork, monitoring,RMON2, SNMP.

1 Intr oduction

The popularizationof computemetworks in the recentyearsbroughtaboutthe appearancef a high numberof
distributedapplicationsandhigh-layerprotocols.OnlinegamessuchasQuale, videoconferencingpols (e.g. Net-
MeetingandCUseeMexndapplicationdor messagand le exchangelike ICQ andKazaa,aresomeexamples
of the“new” menuof networkedapplicationsTheseapplicationsandmary otherhave beenincreasinglyincorpo-
ratedby network usergto their daily routine,which for the network managemeanshe needfor constanchanges
in the network infrastructureto supporttheincreasingraf c imposedby them. Suchmodi cations involve costs
and,therefore they needto be justi ed. Dueto the diversity andcompleity of theseapplicationshnot only ca-
pacity planninghasbecomea more challengingtask, but alsotraf c characterizationand monitoringaswell as
networkoptimization

The InternetEngineeringTask Force (IETF), aware of the mentionedproblem, hasbeenmaking an effort
to standardizenanagemenmechanismghat allow the characterizatiomnd measurementf both protocolsand
networked applicationsbehaior. RemoteNetwork Monitoring MIB version2 (RMON2) [1], Application Per
formanceMeasuremenMIB (APM) [2] and Real-timeApplication QoS Monitoring MIB (RAQMON) [3] are
examplesof initiativeswherethe rmonmibworking grouphasbeenworking on sincethe endof the 90's.

The importanceof thesestandardss unquestionableBy using standardVIBs to accomplishprotocolsand
networked applicationamonitoring,it becomegossibleto managean heterogeneousfrastructurewith network
devices and probesfrom differentvendors,using both the sameinterface(e.g. RMON2, APM and RAQMON
MIBs) andcommunicatiorprotocol(e.g. SNMP).Besidesin oppositionto whathappenso mostof the proprietary
monitoringtools,a managemerstationcancollectdatafrom several probes. Thereforejt is possibleto monitor
severalsubnetdrom onecentralmanager



The developmentof IETF compliantprobesso thatthey sustainthetrafc generatedn high speednetworks
is a currentchallenge.On the onehand,communicatiorinks operatingat 100Mbpsor higherratesrequireef -
cientpaclet Itering andprocessingnechanismsothatprobesdo notdiscardpaclets. Ontheother the sizeand
complity of the supportedViBs do not help to make the monitoring processef cient. IETF MIBs, specially
RMONZ2, arecomposedf severalgroupsthatprovide the network managemwith differentviews aboutthe moni-
toredtrafc. Henceregardlesof thearchitectureanddatamodelused eachobsenedpaclketin thenetwork traf ¢
requiresoneor moreupdatesn theinternalstructuresnaintainedoy the probe(delayingtheaccountingprocess).

This paperreportsthe developmentpy our researctgroup,of anRMON2 compliantSNMP agent.The paper
focusesontheprojectdecisionsjncludingthearchitectureanddatastructuresised(having in mind thattheagent
is supposedo bedeplg/edin high speecdhetwork environments).Thepaperalsopresents performancevaluation
of theagent.Besideddiscussinghedif culties of, atthesametime, developingprobesin conformancavith IETF
standardsind makingthemableto operatein high speednetworks, it is alsoa major contritution of this work
thereleaseof anopenandfree software-base®RMON2 agent,which is anextensionto NET-SNMP [4], andthat
canbe usedasan alternatve to the expensve probesasthereare not mary requirementgo run it on Intel x86
stations(e.g. PCs). The agentcanbe deplgyedin ary institution at closeto zerocostsandbe usedasa baseto
otheracademiaesearchés

Thepapetis organizedasfollows: section2 describesomerelatedwork. In section3 we presenthedeveloped
agent. The paperfollows with a detailedpresentationin section4, of the performancesvaluationdonewith the
agent.Section5 concludesvith some nal considerationandprospectgor futureresearch.

2 RelatedWork

Researchworksrelatedto realtime network traf c monitoringaim,in generalat proposingsoftwarearchitectures
thatareableto handlealargenumberof pacletswith thelowestpossiblediscardrates.An approacho accomplish
this objectie is the useof efcient Itering and packet matchingmechanisms.Monitoring tools proposedby
MalanandJahaniarj5] and Anagnostakist al. [6] take this aspecinto account.Windmill is a passie network
protocol performancemeasurementool. The tool providesthe underlying ltering mechanismaswell asthe
ability to reconstructhe high-level protocolstreamslt utilizes dynamiccodegeneratiorfor fastpacket matching
andis designedo demultiplex pacletsto a setof recevers(one-to-mag). Throughthe combinationof dynamic
compilationanda fastmatchingalgorithm,Windmill's WPF canmatchanincomingpacletwith ve components
in lessthan350nsona200MHzPentium-ProFLAME is aprogrammabl@aclet monitoringsystenthatprovides
amechanisnior loadingcodein thesysternkernel. It guaranteesafetyby usingatype-safdanguageandrun-time
checks.Developersclaim thatthe systemsustaingtself evenunderGigabit persecondraf ¢ rates.

Othercomplementarandequallyimportantapproactto develop ef cient realtime traf c monitoringprobes
focuseson usingdatastrucureghat provide faststoreandupdateproceduressincethey areinvokedatleastonce
for every analyzedpaclet. In the caseof ntop[7], anopen-sourceveb-basedetwork usagemonitorthatenables
usersto trackrelevantnetwork activities including network utilization, establishedonnectionsnpetwork protocol
usageandtrafc classi cation, hostsinformationis storedin a large hashtable whosekey is the 48 bit-long
hardware (MAC) addresghat guaranteefts uniquenessEachentry containsseveral countershat keeptrack of
the datasent/receied by the host,sortedaccordingto the supportechetwork protocols.For eachpaclet, thehash
entry correspondingo paclet sourceanddestinationis retrieved or createdf notyet presentIPTraf is a network
monitoringutility for IP networksthatusesa similar approact8]. The maindatastructuresusedby the various
facilitiesaredoubly-linked lists. This makesit easierto scroll forward andbackward, andthe maximumnumber
of entriesis limited only by availablememory Searchoperationson mostfacilities, are performedlinearly, and
have a mild hit [8]. ThelP Trafc Monitor (partof IPTraf) thoughusesa hashtablefor bettersearchef ciency,
dueto its propensityto grow quiterapidly.

Triticom, Network Harmoni,CiscoandEnterasysell RMON2 probeghatsupportlOto 100Mbpstraf ¢ rates.
However, informationaboutpaclet Itering optimizationandprocessingarenot provided by thesevendors.The
RMONZ2agentourresearctyrouphasdeveloped aspresentedh the next sectionsmakesuseof auserlevel paclet
capturdibrary and,therefore tendsto belessef cient thanapproachethatpushthis functionalityinto the kernel
(e.g.FLAME). However, the stationwhereouragents installedcanbeusecto run otherapplicationsconcurrently
Regardingthe datastructuresusedto accomodatestatisticsprovided by RMON2, we have mostly employed ta-
bles(implementedasvectors)indexed by hashfunctions. Besideswe have usedadditionalmechanismsuchas
caching to improve agentef ciency (to supporthigh-speedetwork traf c).

11t is importantto highlight thatthereis no otheropenandfree RMON2 agentimplementatioravailable.



3 Internalsof the RMON2 Agent

In this sectionwe describethe RMON2-compliantSNMP agentdevelopedby our researchgroup. The section
startswith a brief review of the RMON2 MIB (sub-sectior8.1), followed by a detaileddescriptionof the agents
architecturgsub-sectior8.2). Thenwe presenta) themechanismssedby theagento storecollectednformation
(sub-sectior8.3) and(b) relevantoptimizationasmplementedsub-sectiorB.4).

3.1 A Brief Review of the RMON2 ManagementInformation Base

Theworksto extendRMON MIB andincludemechanismgo monitor higherlayer protocolsbeganin 1994. This
initiative, calledRMON2, resultedin the creationof RFC 2021in Januaryl997[1]. Whenmonitoringhigh-layer
protocolssuchasnetwork andapplication-layeprotocols,it is possibleto visualizethe whole corporatenetwork
insteadof individual segments Brie y , thegroupsde nedin RMON2 MIB are:

2 protocoldirectory(protocolDir  ): repositorythatindicatesall theprotocolencapsulationthatthe probe
is capableto interpret;this groupis composeaf a singletable;
2 protocol distribution (protocolDist ): provide statisticsaboutthe amountof traf c generatedy each

protocolencapsulatioombsenedby theprobe;it is composeaf a control (protocolDistControl )and
adatatable(protocolDistStats );

2 addressmap(addressMap ): associatesachnetwork-layeraddresso therespectie MAC addressstoring
it in atable;

2 network-layethost(nlHost ): collectsstatisticsaboutthe amountof input/outputtraf ¢ of the hostsbhased
ontheir network-layeraddresses;omposedf a control (hIHostControl ) andadatatable(nlHost );

2 network-layematrix (nIMatrix ): providesstatisticsabouttheamountof traf c betweerhostpairsbased
ontheirnetwork-layeraddresseshenetwork-layermatrix groupis composeaf two controltables(hIMatrix-
Control, niMatrixTopNControl ) andthree datatables(nIMatrixDS, nimatrixSD, nl-
MatrixTopN );

2 application-layerhost (alHost ): collectsstatisticsaboutthe amountof input/outputtrafc of the hosts
basedntheirapplication-layeaddressest is composef a datatable(alHost ) andis controlledby the
network-layerhostcontroltable(hlHostControl  );

2 application-layermatrix (alMatrix ): provides statisticsaboutthe amountof trafc betweenhostpairs
basedon their application-layeraddressesthe application-layematrix is composedy threedatatables
(alMatrixDS, alMatrixSD, alMatrixTopN ) andis controlledby the network-layermatrix con-
trol tables(hiIMatrixControl, hIMatrixTopNControl );

2 userhistory collection(usrHistory ). periodically samplesobjectsspeci ed by the user(managerjand
storesthe collectedinformationin tables;

2 probecon guration(probeConfig ): controlsthe con guration of variousoperationaparametershatare
supportedy the probe,softwareandhardwarerevision numbersof the probe,a trap destinatiortable,and
soon;

2 rmon conformancgrmonConformance ): describeghe requirementgor conformanceo the RMON2
MIB.

The agentwe have developedcompriseshe groupsthat provide statisticalinformation: protocol directory,
protocoldistribution, network-layethost network-layematrix, application-layerhoste application-layemmatrix.
Gasparyetal. describen [9] the purposeof eachof thesetablesin detail.

3.2 Architecture of the Agent

Theagentrunson GNU/Linux stationsandwasdevelopedasanextensionto the Net-SNMPframenork [4], using

the C languagethe POSIXthreadibrary andthe paclet captureibpcap library [10]. Figurel shavstheagent
architecture The PM(ProcessingViodulé moduleis responsibldor receving andanalyzingthe capturedoaclets

(detailedin sub-section8.2.1and3.2.2). Essentiainformationof the analyzedpacletsareidenti ed andstored

in anauxiliary datastructureto be usedlater on by the UM(UpdateModulg module. The UMmodule,with the

obtainednformation,updateghetablesthatstorethe statisticsprovided by the RMON2 MIB (sub-sectior8.2.3).

Finally, the W(Wrapper)moduleis aninterfaceof the developedagentwith the Net-SNMPdaemon(sub-section
3.2.4).
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Figurel: Internalorganizationof theagent

3.2.1 Packet capture

Paclets are capturedusingthe libpcap  (Packet Capturelibrary) library, which providesthe developerwith a
high-level interfaceto captureall thepaclets o wing onthenetwork segment.Whentheagentrequestshelibrary
to startcapturingpacletsin a certaininterface,it registersa call-backfunctionthatis invoked whene&er a paclet
is captureddeliveringit to the PMmodule(see ow 1in gure 1). Theagentexploresthe ltering mechanisms
availablein the library. Hence,only paclets whoseencapsulationare registeredat protocolDir tableare
capturedminimizing the numberof pacletsthatwould be unnecessarilprocesseatherwise.Whenpacletsare
discardedthe numberof droppedpacletsis measuredndprotocolDistControl , hIHostControl and
hiMatrixControl tablesareupdated.

3.2.2 Packet processing

To speedup the processof updatingthe tablesthat composethe RMON2 MIB, eachpaclet deliveredby the
libpcap tothe PMmoduleis analyzedandessentialnformationaregroupedn a PEDB (Packet EssentiaData
Block). If the UMmoduleis not busy, the PEDB is directly dispatchedo it. Otherwiseit is insertedin a circular
queugasillustratedin ow 2 of gure 1). Thisqueudeadsto pacletlossratereduction(especiallyduringnetwork
traf c peaks).Figure2 shavstheessentiainformationthatareextractedirom eachpacletandgroupedn aPEDB.
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Figure2: Essentiainformationextractedfrom the capturedpaclets

3.2.3 Update of the RMON2 tables

Concurrentlyto the procesgust mentionedthe UMmodulechecksif thereis ary pendingPEDB in the queue.
If not, it is goingto block until the PMmodule delivers new data. Wheneaer the UMmodulereceves a nev
PEDB, it updateshe RMON2 MIB tablesexecutingthe proceduredescribedbelon. To illustrateit, consideran
http/tcp/ipvd/ether2 paclet beingprocessedtby anagentcon guredto identify the encapsulationksted
in gure 3.

2 First,the UMmodulechecksf thereis anencapsulationegisteredat the protocolDir tablethatmatches
theencapsulationf the PEDBbeingprocessedakingonly link andnetwork layersinto account.If so,as
occursin gure 3 (a), thentablesprotocolDistStats , NIHost andnlMatrix ~ mustbeupdated.

2 Second,the UMmodule checksif thereis an encapsulationmegisteredat the protocolDir table that
matcheghe encapsulatiof the PEDB being processedtaking only link , network andtransport layers
into account.If so,asoccursin gure 3 (b), thentablesprotocolDistStats , hIHost |, nIMatrix
alHost andalMatrix =~ mustbeupdated.



2 Third, theUMmodulechecksf thereis anencapsulationegisteredattheprotocolDir tablethatmatches
theencapsulationf the PEDBbeingprocessedakingall link , network, transport andapplication layers
into account.If so,asoccursin gure 3 (c), thentablesprotocolDistStats , NIHost |, nIMatrix
alHost andalMatrix =~ mustbeupdated.
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Figure3: Examplesf encapsulationeegisteredat the protocolDir table

3.2.4 Integration of the agentto the Net-SNMP framework

The integration betweenthe RMON2 agentand Net-SNMPis donethrougha module (Wrapper)that registers
severalcall-backfunctions.ThesdunctionsareinvokedwheneertheNet-SNMPdaemonrecevesareques{get ,

getnext orset ) referringto RMON2MIB objects(see o ws4 and5in gure 1). TheWrappemodulehadits

basicstructurecreatedoy atool calledmib2c (includedin Net-SNMPdistribution). The skeletonautomatically
generatedhasbeenpopulatedwith functionsthat (a) accesshe datastructuresdeveloped(detailedin next sub-
section)and(b) retrieve/settheinformationbeingrequested/informed.

3.3 Storing of CollectedInformation

This sectiondescribedow the statisticsthat comprisethe RMON2 MIB areinternally storedby the agent. Ba-
sically, threetypesof datastructureshave beenused: directaccesshashfunction-basedccessandcache-based
accesgdetailedin thefollowing sub-sections).

3.3.1 Data structur eswith directaccess

The  protocolDir and control tables (protocolDistControl , hiHostControl
hiMatrixControl , hIHostControl and alMatrixControl ) have beenimplementedas vectorswith
directaccessThesetablesconsistof vectorsof pointerswhich areusedto allocatespeci c recordsof eachtable.
Dueto the staticnatureof thesedatastructurestablesizesmustbe con gured beforecompilingtheagent.

3.3.2 Data structur eswith hashfunction-basedaccess

Datatables(protocolDistStats ,nlHost , nIMatrix ,alHost andalMatrix ) havebeenimplemented
asvectorsof pointerswhoseindexing is donethrougha hashfunction appliedto a key. This approactprovides
fastdataretrieval (in the rst attemptin general).For eachdatatablethereis a particularway of generatinghe
key thatwill beusedto acces®r insertanentryin its respectre storageslot. As anexample, gure 4 shavs both
thecompositionof thekey usedto acces®r insertanentryin alHost andthe procesf collision resolution.

hash (3232629044, 0)
(@) ( 192.168.1.100 — : J(e)
XOR %) 38a20 ) —Colision ey ER———
o (o oo w0 :
- hash(3232629044, 1) : (9)
(c) 3232629044 0] 73826 | —SOeCt . ETPETTRRLD tcp  http o

Figure4: Key generationaccesdo thealHost tableandcon ict resolution

To generatehekey, a XORlogical operationis performedon the sourcenetwork-layeraddressillustratedin
gure 4(a), andthe transportprotocolidenti er plusthe destinationapplicationport (b), producingthe key (c).



By applyingthe hashfunctionto this key, oneobtainthe rst vectoraccessndex (d), enablingthe accesgo the
table,illustratedin (e). In the example,onecanobsenre thatthe entryin position(d) is not the oneto be updated
(network-layer addressesind applicationports do not match), resultingan accessollision. Whenit happens,
it is necessaryo calculatethe secondvectoraccessndex usingthe samekey (c). By passingan offsetof 1 as
argumentto the hashfunction,a skip (spacingoetweerthe keys) of 35406slotshasbeenaddedo theinitial index
(d), generatinghe secondndex (f). As onecanseein the gure, thisindex will correctlypointto theentryto be
updatedq). It is worth mentioningthateachkey hasa differentspacingbetweerkeys reducingthe probability of
collisions.

Had other collision occurred,the previous stepwould be repeatedusing an offset of 2, andso on, until the
correspondingentry had beenfound. After usingall possibleoffsets,it meansa nev entry is supposedo be
createdandinsertedn thetable. Besidesthevaluefor the maximumnumberof collisionsmustbe updatedsince
thelastentryinserteds locatedafterthe searcHimit theagentdoes.

3.3.3 Data structur eswith cash-basedaccess

The protocolDir table,besideseingdirectly accessedhasan auxiliary structurethat providesthe function-
ality of acache.As someencapsulationareidenti ed morethanothersin the network traf ¢, they arepromoted
andaremovedto the headeiof a doubly-linkedlist. Hence encapsulationthatoccurmorefrequentlyarelocated
in the protocolDir tablein a shortertime (andwith lower computationakost). To speedup the searchfor

encapsulationsven more, the table usesthreecachespnefor eachencapsulatiotevel (network, transportand
application).

3.4 Optimizations

Duringthe developmenbf theagentwe have puteffortsinto increasinghe processocachehit rates(in anattempt
to maximizethe numberof operationghat areretrieved from the processocachememory). The datastructures
have beendesigneaimingatobtainingabetterusageof thenew featuresaandresourcegrovidedby currentproces-
sors.Forexample,currenti686 processorbave multiple parallelexecutionunits,allowing anticipatednstruction

decoding.Hence while aninstructionis beingexecuted the next is decodedreducingthetime the processohas

to wait for instructiondecoding.Therearealsospecialparallelexecutionchannelghatallow operationsninteger

and oat pointnumberdo beexecutedn parallel.

4 PerformanceAnalysis of the Agent

In this sectionwe describethe performanceanalysiswe have carriedout to determinethe sustainedtapacityof
theagent.The experimentaketupusedto run the experimentds presentedn sub-sectiort.1. Thenwe presenin
sub-sectiort.2 the measurementserformed(usingboth homogeneouandrealisticnetwork traf c) to gure out
theperformancef theagent.

4.1 Experimental Setup

To analysethe performancef the agentwe have useda simplesetup,consistingof two PCsconnectedhrougha
catgyory 5e UTP cross@er cableat 100Mbps.The sourcehosthasa 333MHzIntel Celeron(Mendocino)CPUand
64MB RAM. lIts Ethernetcontrolleris the 100Mbps3COM 3c905BCyclone. The operatingsystemusedin the
sourcehostis theGNU/Linux (SlackwareLinux 8.0,kernel2.4.20).Thedestinatiorhost(wheretheRMON2 agent
is installed)hasa 1.7GHzIntel Pentium4 CPU,512MB RAM, an Intel i845 (Brookdale)chipsethostbridge, a
100Mbps3COM 3c905C-TX/TX-MTornadonetwork interfacecardandrunsGNU/Linux (SlackwareLinux 8.1,
kernel2.4.20).

4.2 Measurements

The rst experimentconsistef transmittingl,000,000UDP paclets(with thesameprotocolheaderfrom source
to destinationat 100Mbps,usingthe paclet generatomoduleprovided by the Linux kernel. This transmission
hasbeenrepeated!3timesvaryingthesizeof the pacletsgeneratedto achieve differentpacletspersecondpps)

rates.The purposeof this experimentwasto obtainthe maximumnumberof pacletsper secondhe agentis able

to processandto identify theinterferenceof the operatingsystemon the agentmonitoringcapacity



In this rst experiment,64 to 1472byte-longpacletshave beenused.From 64 to 224 bytes,the paclet sizes
have beenincreasedf eightbytesin eachrun sothatwe couldidentify the maximumagentcapacity From 256
to 1472bytesthe paclet sizeshave beenenlaged64 bytesin eachrun. In gure 5 onecanobsene thatthe agent
capacityis highly affectedby the heary systemload. From 208-bytelong pacletson, the systemloadallowedthe
agentto processs8,900ppswith a 8.68%lossrate. It is worth noticing that, althoughwhenusing216 byte-long
or larger pacletsthe systemhasalreadysomefree CPUtime, the agentstill losesomepaclets. It occursbecause
thereis a bottleneckwhendelivering capturedpacletsby the libpcapto the RMON2 agent.evidencedby the fact
thatwith 960-bytelong pacletstherewasa 0% lossrate (at 12,700pps)while with 1472-bytelong paclets (at
8,355pps}thelossratereached.0015%.
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Figure5: Paclketlossrateat 100Mbps

To accomplisttherealistictraf c test,afastermachinewasnecessaryo substitutehe oneusedasthe source.
The employed machinedasthe new sendeiis identicalto the recever, capableof retransmittinghetraf c atthe
rateit wascollected. Its characterizatiofs shavn in gure 6, containing97.6482%of IPv4 pacletsfrom which
96.4051%are TCP paclets (over the total of 1,000,000paclets)and 0.8486are UDP paclets. The remaining
pacletswerenot analysedy theRMONZ2 agent.
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Figure6: Characterizatiowf therealistictraf c usedto analyseheagentperformance



The averagepaclet lossin the carried out experimentswas of 23.9608%. During the experiments,it was
veri ed thatthe peaksof CPU usearedirectly relatedwith paclet dropping. A morere ned analysisindicated
thatthe protocolDir table cachemechanisnpresentsle ciencieswhensubmittedto very diversi ed trafc,
asoccursin the carriedout experimentsforcing theagentto discardpaclets.

5 Conclusionsand Futur e Work

TheRMON2MIB, ashappensvith othersMIBs standardizedy the IETF, hasalarge numberof objects offering
differentviews of the network trafc being monitored. To keeptheseviews real-timeupdated,eachcaptured
pacletrequiresanumerousetof tablesto be updated For example whena http/tcp/ipv4/ether2 paclet
is capturedassumingheagentis setupto analysehis encapsulation)t is necessaryo updatestatisticsrelatedto
the network, transportandapplicationprotocols. This demandsigh computacionaéffort, directly affecting the
tool's performancgasshavnin gure 5).

The mechanismghosento supportnetwork monitoring (andto keepMIB objectsup to date)arecritical to
achieve the necessargcalabilityto copewith high-speedetworks. On passve network monitoring,intensiely
usedby our agent,having a capturelibrary on userspacebecomesaninadequatepproacho meetthe imposed
requirementgo monitor networks whoseratesare closeto and higherthan 100Mbps. Our researchgroup be-
lievesthat one stratgy to adoptis the developmentof a Linux kernelmodulewith similar functionalitiesto the
libpcap library, aimingtheagentspeci c needsOtheridenti ed optimizationpointsrelateto a betterCPU use,
assuggesteéh [11].

Our experimentgoint thatthe cachemechanismysedto improve protocolDir tableaccesperformance,
shaveditself improperto speci ¢ conditions(traf ¢ with alargevariety of protocols).Theseobsenationsleadus
to theredesigrof its internalstructurereplacingthe actualcachewith a hashtable(work in progress).
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